
Software erosion protection 
for long-lasting software in 
the field of medical technology

Fresenius Medical Care products have a very long 
life cycle. To ensure the ongoing development 
and maintainability of these products, the com-
pany uses the Axivion Suite to carry out automat-
ed code and architectural analyses.

Success Story in collaboration with Fresenius Medical Care

THE CHALLENGE ++ Dialysis machines 
by Fresenius Medical Care (FMC) are used 
to filter the blood of around 300,000 pa-
tients all over the world. The latest prod-
uct in the field of acute dialysis is the 
multiFiltratePRO. This machine’s soft-
ware is programmed in C/C++ and will 
be continually updated and developed for 
many years to come. It is in view of the 
product’s long life cycle – in particular – 
that FMC places such high demands on 
the quality and maintainability of the soft-
ware. Various hardware components are 
bound to be discontinued throughout the  
long service life of the product, so the 
software has to be continually adapted to 
match the new hardware. Consequently, 
this intensively maintained software  
enables the company to master the chal-
lenges of obsolete components with  
confidence. The IEC 62304 requirements 
for medical device software must also be 
complied with during the development 
and maintenance of the software. The 
standard stipulates that tools for static 
analysis and coding guidelines must be 

“Thanks to the Axivion Suite, we 
have the maintainability of our 
software under control, thereby 
safeguarding our long-term  
capacity for innovation.”

Thomas Stahl, Director Software Engineering, 
Fresenius Medical Care

used to develop systems that are in line 
with the latest technology, but it allows a 
certain degree of freedom in terms of how 
these are implemented.
However, no concessions can be made 
when it comes to software quality and this 
is especially true within the medical  
products sector. For this reason, FMC  
invests considerable time and effort in 
ensuring the quality of the overall prod-
uct. Test stages such as manual testing,  
code reviews and architectural validation  
involve a great deal of effort, in turn  
resulting in costs that gradually build up 
over the software’s long life cycle as it  
undergoes testing time and time again. 

THE SOLUTION ++ A CASE tool is used 
to model the architecture of the software 
for the multiFiltratePRO series machines. 
When new features are introduced into 
the product, the team first checks if the 
architecture needs to be modified and 
then implements any changes that are 
required. As in the case of all develop-
ment results, the architectural model is 

maintained in the version control system 
and used to test the architecture. This is 
where the Axivion Suite comes in. Work-
ing within the context of continuous  
integration, it checks the source code by 
carrying out a static code analysis and 
reconciles the code with the architecture 
from the CASE tool. The Axivion Suite also 
identifies and locates clones, dead code, 
metric violations and cyclic dependencies. 
Medical technology software standards 
must be complied with, so style violation 
monitoring is extremely important.  



To ensure compliance, modified MISRA 
checks are carried out together with a 
test for compliance with other FMC-spe-
cific rules (e. g. naming conventions with 
the aid of a specific dictionary). This im-
proves the quality of the software during 
its development, avoiding errors at an 
early stage.
The Axivion Suite identifies any new devia-
tions during the daily automated analysis. 
This temporal differentiation also allows 
the use of “frozen” legacy code, which 
– understandably – contains a greater 
number of deviations, but without actively 
addressing these for regression reasons. 
At FMC, the focus is primarily on the  
prevention of new violations in order to 
counteract creeping software erosion.
The Axivion Suite notifies the developer of 
the analysis results punctually by e-mail 
and via an interactive report on a dash-
board. This direct feedback gives develop-
ers the opportunity to correct their code 
or to initiate subsequent adaptation of the 
architecture.
FMC believes that the learning effect for 
developers is also an important factor 
here, since they gain a better understand-
ing of the architectural model and the 
remaining valid rules by receiving direct 
feedback on their newly created code. In 
turn, this means that they are better able 
to implement requirements in the long 
term.

THE SUCCESS ++ Thanks to the Axivion 
Suite, FMC can now master the numerous  
challenges facing the software for its  
dialysis machines – the ongoing, compre-
hensive testing of the newly created codes 
prevents any deviations from the archi-
tectural model and precludes errors and 
problematic dependencies in the code, 
all of which could affect the quality of the 

product. The Axivion Suite also uses  
relevant code checks to ensure FMC’s 
compliance with IEC 62304.
Thanks to the introduction of automated 
analysis with the Axivion Suite, FMC has 
reduced its testing times and costs signif-
icantly, without having to make any con-
cessions in terms of software quality as-
surance. The savings made can be used 
to further develop the product and pro-
mote innovations in the long term.
Thanks to the regular feedback, the  
analysis facilitates the timely processing 
of problem lines in the code or strategic 
changes to the architecture model. At the 
same time, both project and developer 
benefit from an improved understanding 
of the architecture and from a positive 
learning curve for the C/C++ program-
ming.
The high code quality achieved with the 
help of the automated code analysis also 
increases the maintainability of products  
with long life cycles, such as the  
FMC multiFiltratePRO series dialysis  
machines. The level of dependence on the 
hardware is also reduced, because it is 
easier, faster and less expensive to  
migrate and re-use the code when hard-
ware is discontinued.

ABOUT FRESENIUS MEDICAL CARE ++ 
Fresenius Medical Care is the world’s 
largest provider of products and services  
for individuals with renal diseases of 
which more than 2.6 million patients 
worldwide regularly undergo dialysis 
treatment. Through its network of 3,402 
dialysis clinics, Fresenius Medical Care 
provides dialysis treatments for 290,250 
patients around the globe. Fresenius 
Medical Care is also the leading provider 
of dialysis products such as dialysis ma-
chines or dialyzers. Along with the core 
business, the company focuses on ex-
panding the range of additional medical 
services in the field of care coordination.
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ABOUT AXIVION ++ Axivion, based in 
Stuttgart, Germany, is a provider for inno-
vative software solutions for static code 
analysis and for protection from software 
erosion. The core product of Axivion is the 
Axivion Suite, a tool suite for the improve-
ment of software quality and maintaina-
bility of software systems implemented in 
the programming languages C, C++ and 
C#. In addition to static code analysis,  
the tool suite includes innovative software  
tools for architecture verification and 
clone management. Moreover, the tool 
suite detects software erosion factors 
such as cycles, dead code and violations 
of programming rules.
Axivion’s MISRA checker covers 100 % of 
all automatically testable MISRA rules 
for the standards MISRA C:2004, MISRA 
C:2012, and MISRA C++:2008. Further-
more, the AUTOSAR C++14 styleguide as 
well as the CERT® programming rules  
for secure software development are  
supported.
The Professional Services Team of Axivion 
offers methods and training concepts as 
well as service and consulting to support 
customers to assure an effective and  
efficient rollout of the tools.
Axivion’s customers are companies that 
develop innovative technical software 
across different industries, e. g. industrial 
automation, automotive, railway, electron-
ics, information and telecommunication, 
avionics, medical, mechanical engineer-
ing, as well as measurement, control and 
regulation technology.


